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Preface

Document Purpose
This document is intended to guide DROPS Server Administrators through admin-level server management
procedures.

This document is intended to outline the basic principles of DROPS' Public REST API and how to use it.

Intended Audience
This document is intended for REST API users.

Related Documentation

Related Documentation

ARCAD SSL Configuration Guide
DROPS Configuration Guide
DROPS Datasheet
DROPS Installation Guide
DROPS Release Notes
DROPS Script Reference Guide

| DROPS User Guide

Table 1: Related Documentation

Publication Record

Unless stated otherwise, all content is valid for the most current version of Public REST API listed as well as
every subsequent version.

Product Version Document Version Publication Date Update Record
=240 21 January, 2024 No functional changes
233 20 November, 2023 No functional changes
23.2 19 July, 2023 No functional changes
L 231 1.8 April, 2023 No functional changes )

Table 2: DROPS Operational Guide Publication Record
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1 The DROPS architecture & workflow
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Figure 1: The DROPS functional diagram

The DROPS architecture is based on the DROPS Server, which is a Java application that offers a REST
interface on port 5254, by default. The various clients (fat client, thin client, APIs, etc.) communicate with
the server based on the REST interface.

The DROPS Server drives deployments through the DROPS Agent, installed on the target servers. The
agents are accessed either through a REST interface on the default port 8230 if they are installed manually,
or via SSH when using the "agentless" solution (no installation on the target server that is reachable via

ssh).
Deployments are made in 3 phases in DROPS:
1. Declaring the applications and provisioning of the releases to deploy.

2. Declaring the technical and logical targets.
3. Orchestrating the deployment of the releases to the target (logical) environments.
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Figure 2: The DROPS workflow

Provisioning the releases to deploy

The administrator, or users with the release configuration roles, must first declare the applications that are
a logical set of components.

For each component a set of import strategies is defined in order to collect or extract the different artifacts
included in the component subset of the application. An import instance is the selective execution of the
different import strategies of the components of the application.

The result of the execution of an import instance is the creation or the update of a release, which is the basic
element that will be deployed by DROPS during the last phase.

Defining technical and logical targets

The administrator, or the users with the environment configuration roles, must first declare the
infrastructures items, which are the technical targets (DB, application servers, file systems, third systems,
etc.) to which will be deployed the artifacts of the different components of the application.

The infrastructure items are grouped into environments that are the logical targets (UAT, TEST, PRE-
PROD, PROD, etc.) for deployment during the last phase. It is possible to group environments into
environment groups which allows simultaneous deployment on a set of environments.

For each environment, deployment processes are published for the applications allowed in these
environments. A deployment process is a deployment scheme in which components of the application are
published to an infrastructure item using a list of actions to be executed. An environment can contain several
deployment schemes for the same application, the latter implementing all or part of the available
infrastructure items and components using specific action lists. Actions can interact with artifacts, technical
targets, host systems and their file systems, and also third-party systems (via APIs, interfaces, etc.).

Orchestrating deployments

The last phase of operations is the implementation and orchestration of deployments. This is to select a
logical target and an available deployment scheme for that target that therefore selects an application. For
this application the selection of the release to deploy completes the creation of a deployment instance
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which is the actual deployment process on the logical target. The deployment instance is then executed
which results in the deployment of the artifacts to the target system(s). The execution also produces
statistics that can be retrieved in reports.
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2 DROPS' Public REST API

2.1 Basic principles

DROPS' Public REST API relies on conventional CRUD methods for persistence of data. By default,
authentication on the API is done using basic HTTP authentication. The APl is available in XML ("Accept:
application/xml ") or JSON ("Accept: application/json ") and can generate HTML when browsing with a
browser.

Third-party systems that want to automate DROPS will interact primarily during DROPS' operation phases,
namely the creation of releases and the deployment of releases.

All the entities and their metadata managed by the API can be consulted via the URL
http://<server>:<port>/metadata and the GET method.

CICRRIN - e e

« =+ O @ localhess

< ?umil version="1.0" encoding="I50-885%-12»
<hsg e
+ centity name s "configurationIBMiRule” vype = “configurationIBMiRule” date="2019-09-17TO8:36:25 03892 version="1" domain = "jdbczrmdos >
+ cantity names "templataType™ type - "templataType™ date="2019-09-1FT08:36:35 041127 version="1" domain = "jdbcirmdos" >
+ centity name="installLog” type="installLog” date="32019-09-17TOB:26:25 04182" version="1" domain="jdbcormdos” >
w carlity mami="strategyTemplata” typo="strategyTamplate” date="2019-08-17T08:36: 25,04 187" verdon="1" domain="jdbermdas" >
+ cantty nama="ldapauth” type="ldapauth” date="2019-0%-17T08:36:25,04182" version="1" domaln = "userdb” >
& cantity nimis= envlmrlmenu'{ule type="Environmentlole” date="2019-00 L7 TOH: 36: 25,04 182" version="1" domain="jdbc:rm4os" >
+ cantity name="sch il * type="scheduledi ® date="2019-09-1FTOE: 26: 25 04187 ° verslon="1" domain="mem:irm4os" >
+ cantiy name = "daploymentInterraption” type = "deploymentInterruplion” dates"2009-00- 17 T0H:36: 25,04 1877 version =717 domain="jdbcirm4os™ >
- centity names"release” type="release” date="2019-09-17T0B:36:25, 04182 version="1" domaln="jdbcrmdos" >
« crmatadatas>
+ caltribute name="Parent Release™ iype="release™ langths"1" mandatory = "false” listables "troe” readonly ="false” codes “parent” s
+ <altribube nama =" Opaned tha™ types="dats" mandatory ="falsa” listables "trus” readonly="Talse™ coda = "creationdate” >
+ <attribute name="relatlveorder” type="integer” length="1" mandatory="false" listable="true" readonly="false” code="relatlvecrder >
w attribute name="increment” type=Tinteger” mandatory="Talse™ lstable="falsa"™ resdonly ="Talse” code="increment”™ >
+ aattribute namas”Locked” typss "boolean” mandatory = falsa” listables" ® readonty s “false” codes Islocked” =
+ gattribute name="Closed" type="boolean” length="1" mandatory ="false" ltable="true" readonly ="false” code="laclosed" >
- cattribute name="Release Mumber® type="string” length="255" mandatory="true" istable="troe" readonly ="false” code="namber” >
<matadits colrank="1" coliiza="100">
cool>RLS_HUMBER</col>
avisible>brue<visible>
</matadatas
< fattribute >
- <attribute name="Application” type="application” length="1" mandatory="false" listable="true" readonly="false” code="application” >
amatadits colrank="5">
cool>RLS_APP_ID</col>
wvisible>true</visibles
</metadata»
<fattribute>
+ attribute names"absaluteorder” type s "string” lengths"255" mandatory s “Talse” istables "true” readonty = "false” code = "absoluteorder =
4 gattribute name="Closed the® type="date" mandatory="Talse" Fstable="true" readonly="false” code="closuredata">
+ <ANFIBULE Namg =" snede” typa="bookaan” langth="1" mandatory = false” Etabla="trua™ readonly = “Talse™ code= "isnode™ >
2 Bule name="Commant” ypa="string" Magth="4000" mindatory="Talse" Etabla="trua” readonly ="falsa” code="commant™>
- cattribute name="Release I'.ll.-m:rlplln-n wnc- “string” mandatory="false” listable="trwe" readonly="Talse" code="text™ >
cmatadats colranks "2 colires "M

Each entlty list can be consulted via the URL http://<server>:<port>/data/<entity>

L] -|:I| B release Lit ® |+ -

R L localhast
E "p:n-ll wond In_hhmﬂw:mhnd namber | applicati !l Encll d 'z ! ..-munlll dent ]u.
] e My 04 133501 CEOT 2017 [ Jrooo |5 ] | T | JovmicrTse 17050500 o
il T My 04 13:35:43 CEST 2017 | Poog |5 o PVRIITM 17050001
L[ e May 04 1808 38 CEST 2007 [ oos s o POWRETETS 17050002 |10
B u.himi | Hoon | o eenmrpency o
) [ Thes May 04 17-50047 CEST 2007] 1 fsoon | | T | Jemmerpeney 2 i
- ’_|mmymwn: 13 CEST 2017] | | TTYI ] E ] |
BT | | Thea Mary 04 19:-03-49 CEST 2017] [ ooz G ] | T | [Descngeion_to_change 10

or the URL http://<server>:<port>/data/<entity>/<id> for a particular entity ID.

Page 7 / 25
DROPS Software + Copyright © 2024 - All Rights reserved. - arcadsoftware.com


http://www.arcadsoftware.com/

@ aroos

Public REST API v24.0
Operational Guide | 2 DROPS' Public REST API

release 810
Modefcanan: The My 64 123338 CHST 2007

= parsmi LTI
= yvetisadsie Tha My 04 12 1804 CHAT X017

Access to a complete documentation that gives a description of all the CRUD operations available on

DROPS' Public REST API. To do so, add /drops/api/doc to your DROPS Server URL. The schema of each
entity is also dynamically documented and referenced when they are used.

If you created customized web services, you can also add specifications for them. To do so, add in the

drops.restapi bundle and in the specs/custom folder, a dedicated JSON file that contains only the paths
node for each one of them.

{
"paths":

{
"/mycustompath": {

llgetll: {

"security": [ { "basicAuth": [] } ] //necessary if the endpoint needs
authentication

}
}
}

Example of JSON file content for a customized web service

A Swagger web interface is also served by the DROPS Server, that needs authentication. To access the
interface, add /swaggerui to your DROPS Server URL.

It is necessary to install Maven to use this feature, as the Swagger Ul is
fetched by a Maven dependency.

The classic CRUD methods apply to entities:

¢ GET: fetch the entity list or a particular entity instance
e GET http://server:5252/data/release - reading the list of entities releases

o GET http://server:5252/data/release/10 - read release entity with identifier 10
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¢ POST: create a new entity. The creation parameters are in the body of the request
e POST http://server:5252/data/release

body: increment=0&text=Automated+release&application=3&number=*GEN — creation of a new
empty release in the application with ID 3, the description of the release will be "Automated
release”, the release number will be generated automatically by incrementing the major number of
the current counter

@ Note
: The new generated ID is available in the answer.

¢ PUT: update an entity
* PUT http://server:5252/data/release/10?text=New+description - update description of the
release with ID 10

e DELETE: delete an entity
o DELETE http://server:5252/data/release/10 - delete the release entity with ID 10
It is possible to filter the result lists with lists of criteria:

e GET http://localhost:5252/data/release?criteria=<and><equals attribute="application”
value="3"/><equals attribute="number" value="1.0.0.0"/></and>

get the list of releases whose number is 1.0.0.0 and for the linked application with ID 3

BN ] release List i | + v

= L B Incalhost
: |i:.pan=nl| creationdate “rtlatirwrdw"iwlowd |number |:EE1|'l:zll'on iabwlutwrdﬁr..i.suodt"mmnleml text
(el [Thu May 04 12:26:04 CEST 2017 [ [Lo00 |G 0 [[wriiT™M 17050

2.2 Using DROPS' Public REST API to create releases

The creation of a release is done in several phases:

* Opening/Creating the release

¢ Creating the import instance and add import strategies
¢ Running the import instance

¢ Retrieving the result of the import instance

2.2.1 Opening the release

If the release already exists then the ID can be retrieved using a GET request, but if the release doesn't exist
yet, it must be created. This is a POST request that includes the necessary parameters in the body of the
release entity.
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Request B %

g [ 2255)

« increment: the part of the release number to increment when the release number is automatically
generated

¢ text: description of the release

¢ release: the ID of the application this release relates to

¢ number: number of the release to be created or *GEN for automatic generation using the increment
part

The HTTP response 200 confirms that the release was created successfully. The ID of the new release is
available in the response body.

2.2.2 Creating the import instance

First of all, you have to create the import instance on the previously-created release using a POST request
on the importExecution entity or by using the /import endpoint.
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I : i £ ) = : R e : m

Headers »
Basic auth »

Request body~

Resporsse (0 0245) - hit

“code” “TMP-ENC-CRT-THL™,
1271 “The new Import Prodess Isstesce with the ID=5181& has been crested.”;
“: "Import Proceis Lnitance Bad Beea created succesifully.™,

¢ release: ID of the release this import instance relates to
¢ resetrelease: O or 1 to empty the release content before executing the import

» execdeploy: automatically execute a deployment after executing the import. (extra parameters may be
needed)

« filtertype: filter to apply to this import (extra parameters may be needed)
e 0:do not apply filter

e 1:file filter
e 2:custom filter

Most of the time filters are not needed or custom filters are used. To use custom filters, we must add the
import strategies of the different components and the possible import parameters.
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¢ Robiues

Headers »
Baslc auth~

[] acdman R [ Shevi pass

Tipe S50

Response (0034s)

200

Headers

* lmport fxecut iontomponent =

IRE0-#9- 17714115083, 03002,
=153,

L

¢ component: ID of the component this filter relates to
¢ importstrategy: ID of the import strategy to use for this component
¢ execution: ID of the import instance

¢ externalversion: parameter for the import strategy

The HTTP response 200 confirms that the import instance was created successfully. The ID of the new
import execution component is available in the response body.

At this stage the import instance is now configured and ready to run.

2.2.3 Running the import instance

The import instance execution is launched using a POST request on the entity or by using the /import
endpoint.
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! POST w wetps ff Leaalhast 8292/ smpore /B1E ]
1 -

ETITET]

Request body~

Type Cuslom v
Response (0.0745) - hit
200 o
Headers »
“importEvecwtion™r
=14 "m1E®,
Sinitislizationonly™: “8°

* initializationonly: optional parameter in the body to tell DROPS to launch only import strategies typed
as initialization one.

The HTTP response 200 confirms that the import instance execution was launched successfully.

2.2.4 Reading the result of the import instance execution

The execution status of the import instance is available for consultation via a GET request.
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Reguest

PR— O] Shew pass

Reanongs (DL01Ts)

EutLe
"EL6",
: UINLR-0N-1TT1A: 3004, 05315,

resetrelease™: "17,

",
= PULR -0 -17TI4 100, 85027,
(e i

The HTTP response 200 returns the status and result of the import instance execution.

The different statuses are:

e 0:Prepared
e 1:In progress
e 2:Completed

The different types of results are:

¢ 0: Succeeded
e 1:Failed
e 2:Not available

@ Bl
: The import execution status is prepared or running until the status is
completed. When the status is completed an import execution result is set.

2.3 Using DROPS' Public REST API to deploy

Deploying a release can be done in two ways:

¢ Transfer of deliverables and deployment at once
¢ Provisioning deliverables and launching the deployment instance asynchronously
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2.3.1 Creating the deployment instance

The deployment instance is created by a POST request to create the deployment instance.
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Request < B+
POST et htoop: //demodrops: 5283 fdeaploy
Headers »
Basic auth~
Bi=iE T D Shaw
passwOrd?

Request body~

Type Cusiom w

processelienvironmencellstacusslicransaccionideTIDg (cime jCreleasend
b k e,

Response (0.1865) - hitp:idemadrops: 5252/deploy

200 o«

Headers »

“deploymant™: |
-
“relaaaT: T17,
"pehmculed™: "9",
“umeirternallog™s 9",
“Pemult=n “2%,
“Lnstancetyps 1 8",
“proceszTi Y,
“rollbachonfall™: W0,
“raival™: T8,
ltirelease™: "9
“crkpae: =1
“ervirormet T T17,
“schmculeliniosd™: 9",

“preparedate | 2919-89- 0T8T 1457 @438,
“statusTn 8,

“transactiondd: “TIDBGRATTEIL",

“dalabed™: "

,
“FtMtusIape T |
'l B I
“Leel™: "2,
“rrtat: W,
“eode™: “DPL-INS-CRT-INLY,
“tectievell™; “The new dnstance with the D=1 has been creabed. ™,
“tectieell”™r “Deployment procsss instence has been created succestfully.”,
“dwtadls™:
“pount™: W
1
1
}
1

J process;: ID of the process to apply

¢ environment: ID of the target environment
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¢ transactionid: template to apply for generation

¢ release: ID of the release to deploy

The HTTP response 200 confirms that the deployment instance was created successfully. The ID of the new
deployment instance is available in the response body.

Once the instance is created and the instance ID read, the instance is launched via a POST or PUT request
on the entity or by using the /deploy endpoint.
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Request FaEE - B
AT W norp://demsdrsps B202 fdaplay/212

Headers »

Basic auth~
admim sammw 5w

password?

Request body »

Response (0.2443) - Mipidemodrops 5252 deploy212

2000«
Headers »

“dhploymet ™

i1 “nas,

"sebwdiled™: "0,

“ralesas”: "1,

“usalrternallogTr TtreaT,

“URFEARSET! "ED-80- TYTET i1, BT,
“rasult -
L e

“instancetype™: W,

“rodlbackontadl™r "8,

“precess: "7,

“revival ™ W,

“multirelsse™ W,

“preparecT: "1,

“prwadalinkad: W9,

“preparedEte”! "ULE.00- TITET 1 1T IS,

“Fateat: TLT,

“largeagen
“Sascription™: “Fremh language™,
“romm1 T,

“subTags™1 {
“items=: |
T [
“orfadt™r {1,
i @
1
1|-

“merdalization™: “curtom”™,
“elass™1 “jaem, il concurrent  Sopytnrl tetera et
ks

i
“itess™1 [],
"reference”™: "..fe",
“class™l el conoerrent CopyOnkrl tetrrayL st

1

Is
“rasolves-toTn Tieva.will Sollectioradrmod] fisble ist ",
“elmas™: “javm.util collecticrafurmedi fshl sSmrdoms oL {3t "
¥
b
“tranpsciionadT TTEDERATTAIL"

The result and monitoring of the deployment instance is done with a GET request on this same instance.
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[ZTT PR

The deployment execution status is prepared or running until it is completed or canceled. When the status is
completed a deployment execution result is set.

The different statuses are:

e 0:Prepared
e 1:In progress
e 2: Completed
¢ 3:Canceled
¢ 8:Suspended

The different types of results are:

¢ 0: Succeeded

e 1:Failed

¢ 5:Succeeded with warnings
¢ 6: Not available

2.3.2 Running the transfer instance, then the deployment instance

This mode starts with creating a deployment instance just like in the previous deployment mode. This
deployment instance must be "transformed" into a Transfer instance (transfer-only in DROPS). This
operation is done using a PUT request on the new instance.
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- mE

204

The parameters are set in the request body:

¢ instancetype:
e 2:transfer only

e 3:execute only

¢ scheduled: 0 or 1 if schedule is used

‘@ Note
j This query does not return content.

The instance can now be executed using POST or PUT. Only the provisioning (the transfer of deliverables)
will be executed.

The execution of the transfer instance can be followed via a GET method, as usual, on the deployment
instance. Statuses and results are available in the response body.

Now, you have to create the deployment instance that will execute the installation phase of the deployment.
As a reminder, the previous deployment instance only corresponds to the provisioning phase, that is to say,
the transfer of the artifacts.

This creation is done using a new POST request on the deployment instance where the value of the instance
type field is 3 and the execution mode field is set to 1.
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R P - A 3

Responge (0. 1025 - hE

200

The response contains a child field, which is the ID of the new linked deployment instance that corresponds
to the installation phase of the deployment.

The execution of this new instance can be followed, as usual, with a GET request.
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The status and result fields have the same meaning as before.

2.3.3 Rolling back

Rollback is only possible on a deployment instance that has already been executed. To implement the
rollback, you need the ID of the deployment instance to revert. In the case of a two-part deployment,
transfer + installation, you also need the deployment instance ID corresponding to the ID of the child install
instance.

To implement the rollback, you must create a deployment instance using the /rollback endpoint and the
POST method.
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The response contains a rollbackinstance field whose value is the ID of the new deployment instance
created for the rollback part of the deployment.
This ID is used to follow the progress of the rollback instance using a GET request on the deployment entity.
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The status and result fields have the same meaning as before.

2.3.4 Tracking execution instances

Monitoring the execution of a deployment instance is done using a GET request:

e either on the deployment instance entity in order to have the complete information about the instance,

e T S T

e oron the endpoint /deplc;y to have only the follow-up of execution.
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The same logic applies to the import process instances using the /import endpoint.
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